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The Acrobat User a & &
Acrobat Signatures

One of Adobe’s goals when they released Acrobat E:S:;':.:::."ﬂ
4, several years ago, was to make it possible for a J /r‘\ o w04
PDF file to be a legally binding document. To this h‘—ﬁf.ﬁ
end, they included support for digital signatures in e
Acrobat 4.

Eventually, they hoped that contracts and other legal documents could be signed and
stored electronically, without a piece of paper signed in ink.

This month and next, we are going to examine the workings of Acrobat’s digital signature
mechanism. In this issue, we'll look at how to sign a PDF document. Next month, we'll
see how to send the signed document to another person and how that person can verify
that your signature is authentic.

Next Page ->
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Background

What's a Signature? The purpose of a signature, whether digital or ink, is to signal that a particular person
has seen, agreed to, or otherwise acknowledged the contents of a document. For this
to be the case, the following must be true of the signature and the document:

e It must be possible to establish that a person’s signature was, indeed, placed on the
document by that person.

e It must be possible to verify the document has not been changed since it was signed.

Digital Signatures The default Acrobat signature mechanism, Adobe Self-Sign Security, fulfills both of these
requirements. A signature placed on a PDF page is a set of encrypted data embedded in
the PDF file. This data allows a recipient’s copy of Acrobat to determine:

e The signature has a digital “footprint” associated with a particular signer.

e Whether the the document was changed since it was signed. If so, the document
can be made to revert to the state it had when it was signed.

The Acrobat signature mechanism is modular; third parties can write Acrobat plug-ins
that implement a particular signature mechanism. In this article, we’ll describe Adobe’s
Self-Sign Security, the signature mechanism that ships with Acrobat.

Next Page ->
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Self-Sign Security:
An Overview

Create User Profile

Signing a Document

Log in

Sign the document

Acumen Journal: Acrobat User

In brief, Adobe’s Self-Sign Security works as follows:

Before you can use the Self-Sign Signature mechanism, you must create a password-
protected user profile. You will use this password whenever you sign a PDF document.

There are two steps to signing a PDF document:

First you must log into the Self-Sign Security system. You supply your password at this
point so the system knows it’s really you.

You sign the document by clicking on the Acrobat Signature tool (the cursor will ===
turn to a crosshair) and then dragging out a rectangle on the page you're sign- ﬁ
ing. Acrobat will ask you some questions and ask you to verify your signature.

Your signature will be added to the page in the area you dragged out.

Once signed, a PDF file becomes an “append-only” document. John -
Acrobat will always be able to determine whether the docu- " 4 Deubert e
ment was modified after you signed it and to revert to the e JEUDET e
earlier, signed version of the PDF file. &
Next Page ->
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Sending the Document Having signed the document, you'll need to send it on to whomever wanted your
signature. It is not enough to send the signed PDF file; how is the recipient supposed
to know that the signature is validly yours?

Trusted Certificate You must create and send to the recipient (just once) a certificate file that contains
encrypted information identifying your signature. The recipient installs this as a Trusted
Certificate, “trusted” in the sense that he or she is satisfied that it was, indeed, you
who sent the certificate. (Perhaps they’ll call you to see if you actually sent them that
certificate file.)

Once your certificate file is installed in the recipient’s copy of Acrobat, that copy of
Acrobat will always be able to recognize your signatures as valid.

Receiving the Document The person who receives the document must do the following:

Install Trusted Certificate If necessary, install the Certificate file you sent into Acrobat as a Trusted Certificate.

Verify Signature Upon opening the signed document and exposing the
Signature panel (at right), select Verify All Signatures
from the fly-out menu. Acrobat will confirm that your
signature is valid.

Signature =

b o Wenceshaus Jones, 2001.08.012
b o Wencestaus Jones, 2001.08.0

Signatares

Next Page ->
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Step by Step:
Signing a Document
Creating a User Profile The first step in signing a document is something you need do only once: create a
User Profile by which the signature mechanism will know you.

Go to "Log-In” Start by going to Self=Sign Security
Tools>Self-Sign Security>Log In... You will lL“'J '3;”“_
be faced with the User Log-In dialog box. Ll
If you already had a User Profile Sei-Sign Security - Log In
on this computer, you could simply DoCument signatures require access o Acrabat Seif=-Sign credentials,
select it from the pop-up menu. User profile file: [!uhnﬂ:uhnr!.ﬂnl _i“ B Lser Profile... |
Lh:rrnu::wurﬂ:l || Find Your Profile File_. |
Click “"New User Profile...” 1In this case, we shall click on the (Lcancet )| togin §

New User Profile... button.

We are now looking at the Create New User dialog box, that collects information about
us for the signature mechanism.

Next Page ->
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In the Create New User
dialog box, you tell

Fill out the form

Create Mew LUser

(reate @ 1024=-hit BSA private key and G005 public key certificate, and stere In &

rd=-pratected profile file.
Acrobat who you are password-protected profile file

and choose a password. User Attributes

Kamie {e.q, John Seithy: | lodin Deab et |

Don’t forget this pass-

word. You'll need it Organization name:  [Acumen Training | optiomaty
every time you log in R J (e
and every time you sign Cauntry: [ U8 - UNITED STATES 2| (aptianal)
a PDF document. Prafile File

thoose a password | | (6 characters minimam)

That's it. Click the Ok
button and you will be
asked to save your User
Profile file on your
computer’s hard disk.

Canfire password; [ |

|L‘:|r|-|:|:l|! 0K !

You will now have created a user profile and be logged in.

Sel-Sign Security - Log In

w IohnDeubertZ.apt |
Iohnbeubert.apl
I

Logging In From now on, when you select the
Log In... menu item, you can simply
select your User Profile from the

pop-up menu.

Lzer profibe file: Mewe Ler Prafile_. |

Find Your Profile File_. |

| Cancel |E Lag In !
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Uter pasiword:
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Acrobat Signatures - Page 7 & < &

Signing the Document To sign the document, you may either Digital Signatures 3
click on the Signature tool or select
Tools>Digital Signatures>Sign Document... .ﬁ

Drag a rectangle The cursor will turn to a crosshair. Click and drag out a rectangular area that will be
occupied by your signature.

Reenter your password You will then be faced with the Sei-51gn Security - Sign Docemant
Sign Document dialog box. signing requires saving the document. Qick 'Save As.' to place this
signature onto a new document or Save" to save the current
Here you need to supply your document.

password again. Note that you can
also supply other information, such
as why you are signing the docu-

ment, your phone number, etc.

Confirm Password: [sssess | | Hide Gptions |

Reason for signing document: (select or edit)

[l have reviewsed this document B

Next Page -> | Location,e.q. city name: (optional}
|Dana Pernt |

Your contact information, e.q. phone number: (optional)

I |

Sighature Appearance:
| Standard Text %] | Preview.. | | New._ |

[ Save As.. | | Cancel |
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Save the document To finish your signature, you must Sel-5lgn Security - Sign Document
click on either the Save or sighing requires saving the document. CQick 'Save As.' to place this
Sa ve As button . signature onto a niew document or Save"to save the current
document.

The document will be saved in a
special "Append only” state. Any
future changes to the document
will be internally appended to the
document’s present contents.

Confirm Password: |sssess | | Hide Options |

Reason for signing document: (select or edit)

|| have reviewed this document [=|

Location, e.q. city name: {(optional}

It will be possible for Acrobat to [Dana Parnt |
determine that the document has
been changed since you signed it.

Your contact information, e.g. phone number: (optional)

I |

It will also be possible for Acrobat | Signature Appearance:
to return the document to the [ Standard Text 2| [ Preview.. | [ New. |

state it had when you signed it.
sz S ([Gneel)

When you return from this dialog box, your signature Cagaudy sty
will appear on the page within the rectangle that you J{]hn Code i
specified with the signature tool. J T T8

... Deubert ==

i B
Next Page -> *%« boatue: Comes Pamt

&
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Signature
Appearance The actual signature embedded in the PDF document is a little wad of data placed into
the PDF file. The representation you see on the PDF page is a just visual indication that
the page has been signed.

Coaty )] By
The default appearance of a signature consists of J'Dhn ?t“:ﬁt )
your name in large print and some other information J Lot e 10 b
in a smaller point size. Deubert e
by Covarte o P
You can change the appearance of your signature by
modifying some of the Self-Sign Security User Settings:
e You can change the information that is reported in the small type.
e You can replace your name with a picture of your devising.
. . . Dty migred
At right, for example, is my signature placed on by ok Dubar
I 2001, 5004

the page with a vaguely Kilroy-was-here drawing J L ¢ e
instead of my name. (No, I'm not much of an _@ 'i_) WA Reasor | Fave
artist.) ot urar

Let’s see how we do this.

Next Page ->
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User Settings You change the appearance of your
signature by selecting
Tools>Self-Sign Security>User Settings...
Acrobat will present you with the User
Settings dialog box.

Cofmments k
Compare k
Digital Signatures b
Self=5ign Security k

Log In As Different User—.
Log Out lohn Deubert
User Settings.. |

This dialog box allows you to SeH=31gn Security - User Setings far lohn Deubert
SpeCify a number of settings that ?ﬂﬂlnlﬂrnlﬂhbn FigAALUFE AfEEAFARCE
aswesrd Timeaut
affect the behavior of the Self-Sign | |ranae Fasewera [ |
unaterE AppEarance —
Security mechanism. Trwstid Cemificstles

Loy

L | =

Click on Signature
Appearance Clicking on Signature Appearance
in the left panel gives you access
to controls that let you define a
named set of appearance settings.

Click on the "New...” Button Clicking on the New... button gives you access to the Configure Signature ®
Appearance dialog box (next page).
Next Page ->
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Configure Appearance

Title

Configure Text

This dialog box allows you to
specify how your signature is
displayed on the PDF page.

You are actually creating a
named collection of settings
that indicate what graphic, if
any, and what text information,
if any, should represent your
signature on the page.

Type into the Title field the

name you want to give this set.

At the bottom of the dialog

Configure Signature Appearance
Title; |
. Previpw
........................ agllalwslgnﬂmeanbeﬂ
Ci: en=John Deuberd, c=Acumen Traming, o=US
Ciafe: 2004 1004 215320 0700
Feazon: | have reviewed Thi document
Sigmatura Walid Lestabian: Dana Parm
. Confgure Graphlc
Show: @ Mo graphic Impaort Graphic from:
i} Impaorted graphic |' POF Flie I
(G Name Fali{Th} arg &l 2er -
— Configure Text
Showts B mame B Location [ Distinguished name B Labels
b4 Date B Reason [ Vialidity text b Logn .

box is a set of check boxes indicating what information should be included on the

page. Select whichever ones you want.

The large Preview will change to reflect your selection.

Next Page ->
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Configure Graphic

In the middle of the dialog box
are a set of radio buttons that
specify what graphic, if any,
should be included in the sig-
nature.

Clicking the PDF File... button

allows you to pick any single-
page PDF file whose contents

will be used as the picture for
your signature.

This graphic may be line art, a
scanned image, or anything
you wish, as long as it has
been saved as a PDF file. Don't
worry about cropping the page
to the border of your artwork;

Configure Signature Appearance
Title; |
. Previpw
........................ agllalwslgnﬂmeanbeﬂ
Ci: en=John Deuberd, c=Acumen Traming, o=US
Ciafe: 2004 1004 215320 0700
Feazon: | have reviewed Thi document
Sigmatura Walid Lestabian: Dana Parm
. Confgure Graphlc
Show: @ Mo graphic Impaort Graphic from:
i} Impaorted graphic |' POF Flie I
(G Name Fali{Th} arg &l 2er -
— Configure Text
Showts B mame B Location [ Distinguished name B Labels
b4 Date B Reason [ Vialidity text b Logn .

when you select the PDF file, Acrobat will ignore white space surrounding the graphical

content.

You may also create this graphic with any software tool you wish. Just save the final
art as a PDF file and you can select it as a signature graphic.

Next Page ->
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Kilroy, for example I created Kilroy in Adobe Illustrator® and Comfigure Signature Appearance
saved it as a PDF file. I then imported it | me: roy
as a signature graphic in Acrobat.

DsgRaly zigrend by Jobni
[y g b

-, . b e T
. ST EL O O
_{ Il';._.-" T T s T Fied o Thig (oacpemeni
i LE]) & Bl W

Cgmfigure Graphic
Shepran b b Raphic Import Graphic from;
o impomed graphic | PO File I
" Hama PalmIk organizer -
Comdigure o
80wt A Mame [JLocation O] Gstinguithed name & Labels
Epate [ Rearon  [Clvalidity text B Logn

_Mm-ﬂnm—l

Now, when I sign a PDF document, I can Select | sgning reguires saving the document. eiick Savn As"ts place this
Kilroy from the Signature Appearance mMenu in | i ke asew ascimant ae Smee sae ihe camest
the Sign Document dialog box. (This is the dialog

box I get when I'm signing a PDF file.)

Confirm Faxrwand: ["l""{ | Hide Dpdions

Eeasen Tor signing document: {+elect or edit)
For verisimilatude, you could scan a sample of [T -]
your own pen-on-paper signature and use that | ‘efenen. ciname:toptianaly

as the graphic for your digital signature. penares !
Vour oo gt infermatian, 2.4 phone numbern{optiomna}

1 |

Slgnabene AppEaranoe:

~ Sbamdmrd lexi | Previes_ | [ mew_ |
Next Page ->
E| fovehi_ | | Camcel |
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Next Month... So now we know how to sign an Acrobat document. As you can see, it's really pretty easy.

Next month, we'll look at the other half of the picture: how to send a sighed document
to someone else and what they have to do to verify your signature is valid.

Return to Main Menu
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PostScript Tech
Centering Text Vertically

It comes up all the time in PostScript
programming: you want to print text
exactly centered in a rectangle.

ACUMEN TRAINING

Horizontal centering is pretty easy; PostScript supplies a stringwidth operator that you
can use to figure that out. But there is no operator in PostScript that gives you the
information you need to center the text vertically.

This month, we'll discuss how to vertically center text. This will give us a chance to use
some PostScript operators that otherwise tend to gather dust: pathbbox and flattenpath.

Our goal will be to write a centerxyshow procedure that takes a string and prints it

centered about the current point.

Acumen Journal: PostScript Tech
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Centering Text Horizontally - Page 2

The Horizontal
Case Let’s start with the simple case: horizontal centering a string about the current point.

The principle is straightforward: measure the physical width of the string, move back half
that distance, and print the string. This is made relatively easy by PostScript stringwidth
operator. (This will be review, if you've taken the PostScript Foundations class.)

stringwidth (str) stringwidth => Ax Ay

The stringwidth operator takes a string from the stack
and returns the x and y offset that would be applied ¢ OTAY
to the current point if you were to print the string. AX "

The y offset will be zero for horizontally printed text. The
x offset is the number we need for centering: the width of
the text on the page. We want to move the current point o

-
<

to the left by half this amount before printing the string. “TLAX

Next Page ->
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centershow So here is the definition and use of a centershow procedure that takes a string from
the stack and prints it centered horizontally about the current point:

/centershow
{ dup Save a copy of the string for later
Get the current point offsets & discard Ay

Halve Ax (& reverse its sign); push 0 on stack

stringwidth pop
-2 div O
rmoveto show

} bind def

o o° o°

/Helvetica 24 selectfont
300 600 moveto

(Acumen Training) centershow
Nothing too hard here.

Let’s see about doing the same thing vertically.

Next Page ->
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The Vertical Case In centering text vertically about the current point, the general procedure is similar to
the horizontal case: find the vertical extent of the text, move down by half that distance
and print the string. We're hampered in this by the fact that PostScript provides no
operator that returns the height of a string. We need to do this ourselves.

The best way to determine a string’s height is to convert the character outlines to a
path and then find the bounding box of that path. Happily, PostScript does provide
operators that do this.

We need to use two operators: charpath and pathbbox. As we'll see, we may also want
to use a third operator, flattenpath.

charpath (str) bool charpath => ---

This operator takes a string and a boolean from the stack and adds the outlines of the
string’s characters to the current path.

You may use either true or false for the boolean value; it is there for the benefit of
stroked fonts, which pretty much don’t exist anymore. Use whichever boolean is your
favorite.

(If you've taken the PostScript Foundations or PostScript for Support Engineers class,
you’'ll find a more detailed description of the boolean’s purpose in your student notes.)

Next Page ->
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xurrYur

pathbbox - -- pathbbox => x,; V| X, VYur

This operator returns the coordinates of the lower-left and upper-right
corners of the path bounding box, that is, the rectangle that exactly
encloses the points in the current path.

X Yn
This gives us the information we need to do our centering
calculations. To center a string about the current point, o
both horizontally and vertically, we need to move the l-‘/sz
current point to the left and down by half the differences < ~1,AX
in the x and y coordinates returned by this operator.

To center our text, we can do a charpath on our string, execute pathbbox, and use the
resulting numbers to calculate the x and y offsets.

A first pass at our centerxyshow procedure is on the next page:

Next Page ->
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centerxyshow, First Pass /centerxyshow % (str) => —---
{ dup
gsave So we can undo the charpath path elements

false charpath pathbbox result: x11 yll xur yur

3 -1 roll => x11 xur yur yll
sub -2 div => x11 xur -1/,Ay
3 1 roll -1/,Ay x11 xur

sub 2 div exch = -1/,Ax -1/,Ay

grestore Go back to the original current point

o 0© o o° o° o© o° o°
Il
Vv

rmoveto show
} bind def

Offset the current point and show

A Problem One problem with our centerxyshow so far is that it bases its centering calculations on
the bounding box of all the points in the path, including bezier control points.

Consider the heart at right, constructed from two bezier curves.

Bezier control points do not lie on the curve, itself; in this

particular case, they lie quite far off the path. The pathbbox

operator’s return values reflect all of these points, which is not . .
what we want.

For centering text, we want a path that reflects the outline of
the visible characters, excluding the bezier control points that
went into constructing them.

We can obtain such a path with the flattenpath operator. Next Page ->
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flattenpath

As you may remember from your PostScript class, at rendering time (i.e., when we
execute stroke or fill), PostScript replaces all bezier curves in the current path with a
series of straight lines that approximate those curves.

The flattenpath operator replaces all bezier curves in the current
path with a series of /lineto’s that correspond to the straight-line
approximation of those curves. For example, when applied to our
heart, flattenpath converts the two bezier curves to the series of
moveto points diagrammed at right.

Since character outlines make extensive use of bezier curves, the

control points in that outline could, in principle, introduce a significant inaccuracy into
our centering calculations. To be very good about it, our centerxyshow should do a flat-
tenpath before executing pathbbox.

Our final definition of centerxyshow now looks like this:

Next Page ->
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centerxyshow, Final /centerxyshow % (str) => ---
{ dup

o\

gsave So we can undo the charpath path elements
false charpath

flattenpath pathbbox result: x11 yll xur yur

3 -1 roll => x11 xur yur yll
sub -2 div => x11 xur -1/,Ay
3 1 roll -1/,Ay x11 xur

sub 2 div exch = -1/,Ax -1/,Ay

grestore Go back to the original current point

o° o° o© o° o° o° o°
I
Vv

rmoveto show
} bind def

Offset the current point and show

This should eliminate the possibility of any inaccuracies due to bezier control points in
the character definitions.

Next Page ->
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Two Final Points A couple of points of interest, in closing:

Control Point

Inaccuracies We introduced flattenpath into our centerxyshow to ensure that bezier
control points don’t introduce any inaccuracies into our centering calculations.
In practice, bezier control points don’t seem to be a problem with character
shapes. I've not been able to find any character definitions whose bezier
control points extend beyond the actual character outline’s bounding box.

I still include flattenpath when I do these calculations, but it's fixing a very
rare problem.

Homework:
ShowPathPoints The illustrations showing the control points for the heart and for the character above
are real. That is, these are hand-written EPS files that define a procedure called
ShowPathPoints. This procedure runs through the current path and draws a little filled
circle centered on each vertex and control point in the path.

As a challenge, in all your plentiful spare time, write your own ShowPathPoints procedure.
I'll show you mine next month.

If you want a hint, move your cursor over this text.

See you next month.
Return to Main Menu
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Schedule of Classes, Oct 2001 - Dec 2001

PostScript Classes

PostScript Foundations

Advanced PostScript

PostScript for Support
Engineers

Jaws Development

PostScript Course Fees

Acumen Journal: Class Schedule

Following are the dates and locations of Acumen Training’s PostScript and Acrobat classes.
Clicking on a class name below will take you to the description of that class on the
Acumen training website. (September has been completely consumed by on-site classes,
so there are no Orange County classes this month.)

The PostScript classes are taught in Orange County, California.

Orange Co., CA October 15 - 19 Orange Co., CA December 10 - 14

Orange Co., CA November 5 -9

None until first quarter, 2002

Orange Co., CA November 27 - 30

For more classes, go to www.acumentraining.com/schedule.html

PostScript classes cost $2,000 per student.
These classes may also be taught on your organization’s site. Registration —
Acrobat Classes —



http://www.acumentraining.com/Descr_PSF.html
http://www.acumentraining.com/Descr_APS.html
http://www.acumentraining.com/Descr_PSSE.html
http://www.acumentraining.com/schedule.html
http://www.acumentraining.com/Descr_Jaws.html

Acrobat Class Schedule a & &
Acrobat Class Schedule

On-Site Only

Acrobat Essentials

Interactive Acrobat

Creating Acrobat Forms

Troubleshooting with

Enfocus’ PitStop

Acumen Journal: Class Schedule

These classes are taught only on corporate sites. If you have an interest in any of
these classes for your group, please see the Acumen Training website regarding
arranging an on-site class.

This class teaches the student how to make perfect PDF files. It includes complete
coverage of the meaning and proper settings of all of the Distiller Job Options.

Here we show you how to add bookmarks, links, buttons, sounds, movies, form fields,
and other interactive features to an Acrobat file.

This class shows you how to make interactive forms in Adobe Acrobat. It steps you
through creating the form, posting form contents to a server, and everything else you
need to create a working PDF form.

This class shows the student how to use all of the capabilities of this popular editing
and preflight software.
Back to PostScript Classes

Return to First Page
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http://www.acumentraining.com/Descr_IntAcro.html
http://www.acumentraining.com/Descr_CreateAcroForms.html
http://www.acumentraining.com/Descr_PitStop.html

Contacting Acumen Training

Contacting John Deubert at Acumen Training

For more information

Registering for Classes

Back issues

For class descriptions, on-site arrangements or any other information about Acumen’s
classes:

Web site: http://www.acumentraining.com email: john@acumentraining.com

telephone: 949-248-1241

mail: 25142 Danalaurel, Dana Point, CA 92629

To register for an Acumen Training class, contact us any of the following ways:

Register On-line: http://www.acumentraining.com/registration.html

email: reqgistration@acumentraining.com

telephone: 949-248-1241

mail: 25142 Danalaurel, Dana Point, CA 92629

Back issues of the Acumen Journal are available at the Acumen Training website:
www.acumenjournal.com/Acumenlournal.html

Return to First Page
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Addendum o 4 N
Addendum to Last Month

Fixing Acrobat 5
Thin Lines Several people have pointed out a couple of applications that create Acrobat files
whose hairlines cannot be fixed with the methods I described in last month’s Journal.

FrameMaker In particular, hairlines in PDF files produced by FrameMaker cannot be fixed. Many of
the stroked lines drawn by FrameMaker are actually very thin rectangles. Lines in
FrameMaker output cannot be fixed because, properly speaking, they aren’t lines at all.

Offhand, I don’t know why they do their lines this way. I can see no obvious advantage
over just printing a real line.

Unfortunately, I also can see no fix for the inaccurate widths of lines created this way.
Sorry.

Any out there have any suggestions?

Return to First Page
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Journal Feedback

If you have any comments regarding the Acumen Journal, please let me know. In
particular, we are looking for three types of information:

Comments on usefulness. Does the Journal provide you with worthwhile information?
Was it well written and understandable? Did you like it, hate it, or did it make you want
to eat brussels sprouts? How could we make it better? Do you like the PDF format?

Suggestions for articles. Each Journal issue contains one article each on PostScript
and Acrobat. What topics would you like us to address?

Questions and Answers. We are planning a Q&A section for future issues. Do you
have any questions about Acrobat, PDF or PostScript?

Please send any comments, questions, or problems to:

journal@acumentraining.com
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